ABSTRACT Efficient disturbance detection is important for power system security and stability. In this paper, a new detection method is proposed based on a time series analysis technique known as k-nearest neighbor (kNN) analysis. Advantages of this method are that it can deal with the electrical measurements with oscillatory trends and can be implemented in real time. The method consists of two stages, which are the off-line modeling and the on-line detection. The off-line stage calculates a sequence of anomaly index values using kNN on the historical ambient data and then determines the detection threshold. Afterward, the online stage calculates the anomaly index value of presently measured data by readopting kNN and compares it with the established threshold for detecting disturbances. To meet the real-time requirement, strategies for recursively calculating the distance metrics of kNN and for rapidly picking out the kth smallest metric are built. Case studies conducted on simulation data from the reduced equivalent model of the Great Britain power system and measurements from an actual power system in Europe demonstrate the effectiveness of the proposed method.
I. INTRODUCTION
In the past decade, detecting power system disturbances has emerged as a new and promising research area, because efficient disturbance detection plays a crucial role in understanding the system behavior and improving the system operating stability margin. According to [1] , a power system disturbance has been described as ''a sudden change or sequence of changes in one or more of the power system parameters'', which may be large or small. Large disturbances can stress the power system so severely that the stability is lost, while small disturbances may gently push the power system into another operating condition. Presently, disturbance detection and analysis are needed in Wide-Area Monitoring and Control Systems (WAMCS) which collect data using phasor measurement units (PMUs) from different locations with time synchronized through global positioning systems (GPS) [2] .
Numerous advanced measurement instruments provide abundant measurements for the development of data-driven disturbance detection. Most of the reported data-driven approaches assume that a disturbance is distinct from the normal trend of measurements by its amplitude in the time domain or by its scale in the time-frequency domain. For instance, statistical analysis methods [3] - [6] make use of differences in time-domain amplitude, while the wavelet transform methods [7] - [9] usually exploit differences in scale to detect disturbances which map to the wavelet coefficients of high amplitude in the lower scales. However, such assumption cannot be well met all the time, as indicated in [10] and exemplified in [11] , especially for the cases in power systems where electrical measurements often exhibit oscillatory or cyclical characteristics [12] .
Recently, a univariate detection method based on a time series analysis technique known as k-nearest neighbor (kNN) analysis was presented in [10] , framing disturbance detection as an anomaly detection problem and solving it with kNN. This method does not require the relative amplitude or the wavelet coefficients of disturbances to be markedly different from the overall trend and thus is more generic. Soon afterwards, it was further extended into a multivariate detection method [11] , since the identification of a disturbance can be difficult in the measurements of an individual variable with strong oscillatory trends and the presence of the same disturbance in the measurements of different variables can be jointly explored for an improved outcome. However, the methods in [10, 11] were developed for off-line analysis and cannot be effectively implemented in real time for an on-line application.
Motivated by the above analysis, in this work, our main contribution is to propose a detection method based on kNN, which can be performed online to detect power system disturbances in real time. The real-time implementation is achieved by constructing a recursive calculation strategy for the distance metrics of kNN and a fast selection strategy for the kth smallest metric. Another advantage of the proposed method is that it is capable of tackling the electrical measurements with oscillatory trends. Case studies on simulation data from the reduced equivalent model of Great Britain (GB) power system and measurements from an actual power system in Europe (called European power system here) are used to demonstrate the effectiveness of the proposed method.
The paper is organized as follows. Section II gives a brief description of the kNN method. Section III presents the real-time detection method based on kNN. The application results and analysis on the two case studies are provided in Section IV, while our conclusions are drawn in Section V.
II. THE kNN BASICS
In this section, the basics of the kNN method are briefly introduced to lay the foundation for the subsequent presentation of the kNN-based real-time detection method.
The kNN method has been widely applied for anomalous window detection [10] , [11] , [13] - [15] . It adopts a similarity metric to measure the distance between each window in a time series and the other windows. Windows with similar sequences of samples are called near neighbors. Anomalous windows are those distinct from the underlying trend of the time series. The distance of a window to its kth nearest neighbor, known as anomaly index, is the key of kNN to detect anomaly.
Similarity metrics reported in the literature include the Euclidean distance (ED) [10] , [11] , the cosine similarity (CS) [16] , and the dynamic time warp (DTW) [17] . Among them, the ED is more commonly used because of its simplicity and good geometrical interpretation. It is defined as the 2-norm of the displacement vector between two points p and q in a L-dimensional space, which can be written as follows:
where
, ''T'' denotes the transpose operator, • 2 denotes the 2-norm of a vector, d (p, q) ≥ 0, and d (p, q) = 0 indicates the maximum similarity occurring only when two windows are equal in all L samples, i.e., p = q.
Using (1) as the foundation, for a window in a time series, its anomaly index value can be calculated as the ED between this window and its kth nearest neighbor. The anomaly index value of an anomalous window will be significantly higher than that of any normal window, which is the reason why the kNN method can be used for anomaly detection in a time series.
The above is the brief description of the kNN method. Details about this technique can be further found in [10] .
III. REAL-TIME DETECTION BASED ON kNN
If the measurements of an electrical variable are viewed as a time series, the detection of power system disturbances can be achieved by detecting anomalous windows in this time series. Thus, a real-time detection method based on kNN, referred to as RD-kNN, is proposed in this section. The RD-kNN method mainly includes two parts: (1) the off-line modelling; (2) the on-line detection. In the following, the RD-kNN method is presented in detail.
A. OFF-LINE MODELLING
The off-line modelling step calculates a sequence of anomaly index values by applying kNN on the measurements historically recorded under the ambient condition with no disturbance occurring. It then determines a detection threshold for online monitoring whether a power system disturbance affects an electrical variable or not.
More specifically, the symbol x i denotes the ith measured electrical variable for monitoring (e.g., frequency, voltage, current, or power) and x i,j denotes the jth measurement of x i at the jth sampling time point. For the variable x i , the following matrix can be built using the dataset x i,j N j=1 with N measurements:
. . .
where X i is called the embedding matrix of x i in kNN, and its row x T i,r denotes the rth window of the recorded dataset, while L denotes the number of measurements in each window.
Each row of X i is then compared with the other rows, using the square of the ED (SED) as follows:
The reason of using the SED rather than directly using the ED is for the convenience of the real-time on-line calculation, which can be obviously observed later in Section III-B. Accordingly, an anomaly index value AI i,r for the rth row x T i,r is determined as given in [10] . It is the kth smallest SED between x T i,r and all other rows except the near-in-time rows of x T i,r , where the near-in-time rows of x T i,r are those having at least one sample in common with x T i,r , e.g.,
is the last near-in-time row of x T i,1 . Here, the exclusion of the SEDs between x T i,r and its near-in-time rows during the determination of AI i,r is to avoid treating such near-in-time rows as the near neighbors of x T i,r , as suggested in [11] . After each row of X i in (2) gains its corresponding anomaly index value, it is necessary to determine a threshold for anomaly detection based on the obtained sequence of anomaly index values AI i,r N −L+1 r=1
. As no prior knowledge is available with regard to the distribution of AI i,r
, the detection threshold AI α i with the confidence level α can be determined according to the strategy in [5] , i.e., and the related detection threshold AI α i for the individual electrical variable x i , inspired by [11] , the system-wide anomaly index values providing a global characterization of the group of variables can be calculated as:
where m denotes the total number of the measured electrical variables, and the system-wide detection threshold AI α can be determined as the δth highest value of the obtained
.
B. ON-LINE DETECTION
On completion of off-line modelling, on-line detection should be considered. Real-time calculation of the anomaly index value is of prime importance for on-line detection. It requires a strategy for recursively calculating the SED metric of kNN and another strategy for fast selection of the kth smallest SED. The specific details are as follows.
The symbol
denotes the vector of the L continuous measurements newly collected from the variable x i , where p represents the present sampling time point. In order to determine whether x T i,p is anomalous or not, the present anomaly index value AI i,p for x T i,p is defined as the kth smallest SED between x T i,p and all rows of X i in (2). The reason for this definition is that all rows of X i are normal windows with the ambient characteristic which can be used as the foundation for evaluating whether or not the newly obtained x T i,p deviates from normal. If x T i,p is anomalous, the SEDs between it and the rows of X i will be large and the corresponding anomaly index value AI i,p will also be large and exceed the related detection threshold AI α i . For the rth row x T i,r of X i , the SED between it and x T i,p can be expressed as:
From (5), it can be seen that the calculation of d 2 i x i,p , x i,r requires 2L − 1 additions and L multiplications. So, for r from 1 to N − L + 1, the total number of additions is (N − L + 1) (2L − 1) and the total number of multiplications is (N − L + 1) L. Usually, this is not a problem since high performance processors are widely used in modern monitoring systems. However, if the size N of the dataset and the window length L are large, the on-line computation load should be taken into consideration. To better meet the realtime requirement, a recursive calculation strategy for the SED metric which can significantly reduce the number of operations needed in (5), called Strategy here, is developed by making use of previously-calculated results.
1) Strategy for recursively calculating the SED metric For the vector
that is obtained a sampling time point earlier than the vector x T i,p , the SED between it and the (r−1)th row x T i,r−1 of X i can be written as follows:
Combining (5) and (6), the following expression can be obtained:
From (7), it can be seen that
,r requires four addition and two multiplication operations. Since the window length L in (5) is usually much larger than four, the on-line computational load of (5) can be reduced significantly by this recursive calculation, which is beneficial to the real-time implementation efficiency. Besides, it should be noted that (7) is subject to the condition r>= 2. For the case r = 1, d 2 i x i,p , x i,r cannot be recursively calculated and can only be calculated by (5) . Thus, the strategy for recursively calculating d 2 i x i,p , x i,r can be finally expressed as the following formula:
From (8), the reason why SED rather than ED is used can be easily understood, which is mainly due to the consideration of the convenience of the on-line recursive calculation.
Using (8) , the SED sequence
can be obtained online with high efficiency. Then, the present anomaly index value AI i,p for x T i,p can be determined as the kth smallest element of this sequence. Because the selection of the kth smallest SED also has an effect on the real-time performance, a selection strategy, called Strategy here, is constructed for fast selecting the desired value.
2) Strategy for fast selection of the kth smallest SED An intuitive way of selecting the kth smallest element in a sequence is to firstly sort this sequence into ascending order and then select the kth element from the sorted sequence. This can be easily and rapidly attained through the existing software, such as the built-in function 'sort' in MATLAB developed by the MathWorks company. However, since only the kth smallest element of a sequence is required, it is not necessary to sort the whole sequence. That is, if k elements are obtained from a sequence which are smaller than the rest of this sequence, only the order of these k elements needs to be concerned about and the maximum one of these k elements is exactly the kth smallest element of the entire sequence.
Strategy is developed directly from the above consideration. Specifically, an array which can hold k ordered elements is set up and the first k elements of the SED sequence are put into this array after they are sorted in ascending order. Then, the remaining N − L + 1 − k elements of the SED sequence are fetched one by one and compared to the elements of the ordered array. If the fetched element is larger than the maximum element of the ordered array, the fetched element is removed and the ordered array remains unchanged; otherwise, the maximum element of the ordered array is removed and the fetched element is inserted into the array ensuring that all k elements in the updated array are still in the ascending order. After each of the remaining elements of the SED sequence is dealt with by this process, the maximum element of the ultimately obtained array is exactly the kth smallest SED. An illustrative description of Strategy is shown in Fig. 1 , where the elements of the ordered array are denoted by the symbols d 2 (1) i 
of the ordered array is called a round of comparison here. Referring to Fig. 2 , after a round of comparison, one of the following three scenarios will occur:
(
: the ordered array remains unchanged and is removed according to the 1st scenario or is inserted in the array according to the 2nd or the 3rd scenario, the elements in the updated array are still denoted as d 2 (1) i
The flow chart of a round of comparison is shown in Fig. 3 . It can be seen that, a fetched element only needs to be compared with one element of the ordered array in the 1st scenario or two elements of the ordered array in the 2nd scenario. However, in the 3rd scenario, a fetched element needs to be compared with all k elements of the ordered array for the worst case, e.g., the case when
in turn. So, a relatively small value of the parameter k is beneficial to the real-time implementation.
To further reduce the number of comparisons for the 3rd scenario, the idea of binary search [18] is smaller than or equal to the middle element, then the search continues on the former half of the ordered array; otherwise, the search continues on the latter half of the ordered array. The search continues, eliminating half of the elements, and comparing d 2 ( * ) i to the middle element of the remaining elements, until the target position in the array is found. Here, the number of comparisons in the 3rd scenario is log 2 (k) at most, which is smaller than k. An illustrative example of this binary search process is shown in Fig. 4 for an intuitive observation, where the parameter k is equal to 5. In addition to determining the target position in the ordered array for a fetched element when the 3rd scenario occurs, the above binary search process can also be used to help putting the first k elements of the SED sequence into the ordered array one by one in ascending order. The only difference is that, when one of the first k elements of the SED sequence is put into the target position in the ordered array, the maximum element in the ordered array need not to be removed. The number of comparisons is log 2 (k!) at most.
Thus, Strategy for rapid selection of the kth smallest SED has been constructed. The total number of comparisons for this strategy is log 2 
, the present anomaly index value AI i,p for x T i,p can be determined as this selected SED. Furthermore, the present system-wide anomaly index value AI p globally characterizing the group of variables can be calculated as:
For the on-line disturbance detection, AI p and AI 1,p , AI 2,p , · · · , AI m,p obtained can be compared with their corresponding detection thresholds AI α and AI α 1 , AI α 2 , · · · , AI α m , respectively.
C. PROCEDURE FOR THE RD-kNN METHOD
The RD-kNN method has been developed through off-line modelling and on-line detection. The procedure for the RD-kNN method is now summarized in .
D. PARAMETER SETTINGS FOR THE RD-kNN METHOD
The RD-kNN method involves the settings of the parameter k and the window length L. Presently, there is no standard and unified rule to optimally select the values for them. For the parameter k, it is better to assign it a relatively small value VOLUME 5, 2017 from the perspective of the real-time requirement when online detection is implemented, because the total number of comparisons for selection of the kth SED in strategy increases with k increasing. As recommended in [10] , a typical value of k is 3, which is also used in this paper. The reason why k is not set to be even smaller, e.g., k = 1, is from the consideration of avoiding false alarms during the normal operation condition. As for the window length L, it usually relates to the sampling interval and the duration of disturbances. According to [11] , in order to be sufficient for characterizing disturbances, the measurements should be recorded with an appropriate sampling interval so that the duration of disturbances could be described by at least 40 measurements whenever possible. This requires having an idea of the duration of typical disturbances or anomalies in advance which can be judged from past experience with the system. For instance, if the experience of the site is that frequently occurring disturbances usually have a typical duration of 1 s, then the sampling interval should not be larger than 0.025 s to guarantee at least 40 measurements in disturbances. Under this circumstance, L = 40 could be considered for use.
IV. CASE STUDIES
In this section, the RD-kNN method is evaluated in two case studies, involving simulation data from the reduced equivalent model of GB power system [19] developed by the Power and Control Group at Imperial College London, and real measurements from the European power system.
A. REDUCED EQUIVALENT MODEL OF GB POWER SYSTEM
The reduced equivalent model of GB power system is developed using MATLAB/Simulink software and consists of 37 synchronous generators (10-coal, 8-nuclear, 5-hydro, and 14-combined cycle gas turbine), 11 wind generators, 48 generator buses, 33 load buses, and 151 transmission lines. The synchronous machines are represented using a transient model and recommended ranges of values for different generator parameters are obtained from [20] . The inertias for gas turbine generators, steam turbine generators, and hydro generators are selected between 4pu & 6pu, between 6pu & 10pu, and 3pu, respectively. The wind turbine generators are represented using the generic Type-4 WTG model [21] . The model has three main parts representing Scotland, England and Wales respectively. An inter-area mode with participation from synchronous generators located in both Scotland and England is present in the model. More details about this model can be found in [19] .
The frequencies of 37 synchronous generators are monitored as the electrical variables to reflect the system condition and denoted as x 1 , x 2 , · · · , x 37 . Usually, during ambient operation, the frequencies of synchronous generators fluctuate around the steady-state value (50 Hz in the UK) and the fluctuation trends are mainly due to random events such as the normal variation of load demands. Besides, inter-area oscillations may also be observed in the frequency measurements of some generators when groups of synchronous machines in one part of the system oscillate with respect to groups in another part of the system. When loads significantly deviate from operating points, a resulting power mismatch is reflected in the frequencies of all synchronous generators. This larger change in operating points or disturbance is commonly seen in actual power systems. Possible causes for this type of disturbance are the intermittent operation of large load equipment or the synchronized surges in electricity consumption, known as TV pickup. However due to the fluctuating and oscillatory characteristics of the frequency measurements, the detection of such disturbance is a challenging task. Here, the RD-kNN method is applied, with the aim of providing increased situational awareness of the frequencies to power system operators. The total simulation time is 180 s and the sampling interval is 0.1 s, generating 1800 frequency measurements. At the 800th sampling time point, a step power change occurs at the first load bus and lasts for 15 sampling time points, as shown in Fig. 6 . As a result, a disturbance takes place in the frequencies x 1 , x 2 , · · · , x 37 . The first 500 frequency measurements with no disturbance are used as training data for the off-line modelling of the RD-kNN method, while the remaining 1300 frequency measurements containing the described disturbance are used as testing data for investigating the detection performance of the RD-kNN method. All the 1800 frequency measurements are normalized with the means and the variances of the first 500 frequency measurements. To provide a compact demonstration, the normalized measurements of x 1 , x 2 , · · · , x 5 are shown in Fig. 7 , with the disturbance highlighted in the rectangle.
Referring to Fig. 7 , the number of measurements in disturbance event is more than 40. Thus, the 0.1 s sampling interval meets the recommendation in [11] that the duration of disturbances be described by at least 40 measurements. Accordingly, L = 40 is taken for use and the detection chart of the system-wide anomaly index AI on the testing data of the frequencies x 1 , x 2 , · · · , x 37 is shown in Fig. 8 After the disturbance effect on the frequencies x 1 , x 2 , · · · , x 37 is globally characterized by AI , the disturbance effect on each of x 1 , x 2 , · · · , x 37 can be further checked by the anomaly indices AI 1 , AI 2 , · · · , AI 37 . Fig. 9 shows the detection times of AI 1 , AI 2 , · · · , AI 37 for L = 40. Observing from Fig. 9 , the detection time points of AI 1 , AI 2 , · · · , AI 37 are different, ranging from 800 to about 820. The reason for the difference is that the frequencies x 1 , x 2 , · · · , x 37 suffer from the disturbance effect with different degrees, as exemplified in Fig. 7 . To provide a compact demonstration, the detection charts of AI 1 , AI 2 , · · · , AI 5 on the testing data of x 1 , x 2 , · · · , x 5 for L = 40 are shown in Fig. 10 . As expected, AI 1 , AI 2 , · · · , AI 5 provide different indications of the disturbance, coinciding with the observation from Fig. 7 that x 1 , x 2 , · · · , x 5 are affected differently by the disturbance. On the other hand, all of AI 1 , AI 2 , · · · , AI 5 detect the disturbance after it occurs because their time-series values obviously exceed the related detection thresholds, illustrating their satisfactory detection performance.
In order to evaluate the real-time efficiency of the RD-kNN method when on-line detection is conducted on the testing data of x 1 , x 2 , · · · , x 37 , the time of calculating AI 
B. EUROPEAN POWER SYSTEM
The RD-kNN method is next applied to the European power system data. The electrical variables for monitoring are described in Table I , and 3000 measurements are recorded for each variable with a 0.1 s sampling interval. The first 1000 measurements are taken to form training dataset since there is nothing abnormal in them to worry an operator in the control room and they reflect the characteristic of ambient operation, whereas the remaining 2000 measurements are taken to form testing dataset since they contain a disturbance caused by a switching operation, according to information received from the supplier of the data. All the 3000 measurements are normalized with the means and the variances of the first 1000 measurements, and the normalized measurements are shown in Fig. 11 with the disturbance highlighted in the rectangle.
Referring to Fig. 11 , the disturbance inside the rectangle is characterized by a ramp lasting about 100 measurements. Thus, the 0.1 s sampling interval used in this real power system can meet the recommendation in [11] that disturbances be captured by at least 40 measurements. Accordingly, L = 40 is taken for use and the detection chart of AI on the testing data of the variables x 1 , x 2 , · · · , x 10 is shown in Fig. 12 . Again, the detection threshold is calculated with the confidence level α = 99%. It can be seen that AI reacts sharply and stays well above the corresponding detection threshold when the disturbance occurs, providing a definite indication of the disturbance. This shows the RD-kNN method has potential for practical application, because AI is system-wide anomaly index and the practical implementation of a detection method in a control room usually takes the form as a traffic light with green or red indicators for the overall state of the system. As in the first case study, L = 41, 42, · · · , 44 are also taken to investigate the effect of different choices of L on the detection performance. The obtained detection results are almost the same as that in Fig. 12 , meaning that the detection performance of AI is also not sensitive to variations in L around 40. Furthermore, the detail about the reaction an individual variable exhibits to the disturbance can be checked by each of the anomaly indices AI 1 , AI 2 , · · · , AI 10 . As shown in Fig. 13 , the disturbance is well detected in x 2 ∼ x 4 , x 7 ∼ x 10 by AI 2 ∼ AI 4 , AI 7 ∼ AI 10 . These are the expected results, since the effects of the disturbance on x 2 ∼ x 4 , x 7 ∼ x 10 can be seen in their measurements where a transient happens, as shown in the rectangle of Fig. 11 . In contrast, the disturbance is not detected in x 1 , x 6 by AI 1 , AI 6 , which is in line with the visual inspection that both x 1 and x 6 are not affected by the disturbance. It is also worth noting that the disturbance has certain effect on x 5 and this effect is not as obvious as those on x 2 ∼ x 4 , x 7 ∼ x 10 . However, AI 5 still detects the disturbance in x 5 . It can be seen from the above results that the RD-kNN method is capable of detecting the disturbance effectively.
To assess the real-time performance of the RD-kNN method, the time of calculating AI for each testing data point is stored. The maximum calculation time is about 0.007 s, far smaller than the 0.1 s sampling interval. This means that the RD-kNN method is well qualified for the real-time implementation.
V. CONCLUSION
A new method called Real-time Detection based on k-Nearest Neighbor (RD-kNN) has been proposed to detect power system disturbances in real time. The contribution lies in the application extension of kNN from off-line detection to on-line detection by developing Strategy for recursively calculating distance metrics and Strategy for fast selection of the kth smallest metric. The application results on simulation data from the reduced equivalent model of GB power system and real data from the European power system have illustrated that the RD-kNN method can effectively detect disturbances.
Our future work will investigate the real-time multivariate detection of power system disturbances by integrating multivariate statistical analysis with the present work. Further investigation on the real-time classification of power system disturbances will also be conducted based on the present work.
